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Abstract: Increased connectivity is required to implement novel coordination and control schemes.
IEC 61850-based communication solutions have become popular due to many reasons—object-
oriented modeling capability, interoperable connectivity and strong communication protocols, to
name a few. However, communication infrastructure is not well-equipped with cybersecurity
mechanisms for secure operation. Unlike online banking systems that have been running such
security systems for decades, smart grid cybersecurity is an emerging field. To achieve security at
all levels, operational technology-based security is also needed. To address this need, this paper
develops an intrusion detection system for smart grids utilizing IEC 61850’s Generic Object-Oriented
Substation Event (GOOSE) messages. The system is developed with machine learning and is able
to monitor the communication traffic of a given power system and distinguish normal events from
abnormal ones, i.e., attacks. The designed system is implemented and tested with a realistic IEC 61850
GOOSE message dataset under symmetric and asymmetric fault conditions in the power system.
The results show that the proposed system can successfully distinguish normal power system events
from cyberattacks with high accuracy. This ensures that smart grids have intrusion detection in
addition to cybersecurity features attached to exchanged messages.

Keywords: smart grid cybersecurity; GOOSE message security; IEC 62351; intrusion detection;
artificial intelligence

1. Introduction

The integration of Information Technology (IT) with power systems gave birth to
smart grids [1]. “In this fashion, more measurement can be done, and better operational
decisions can be made. Power systems are operated more efficiently with smaller mar-
gins, in contrast to traditional procedures. Additionally, such connectivity enables novel
applications that require coordination of more than one equipment in the system [2]. For
instance, coordination of electric vehicles with renewable energy-based generators to miti-
gate their intermittency requires continuous message exchanges between these entities [3].
Alternatively, virtual power plant concept where different generation and storage devices
act collectively to represent a much larger generation plant heavily relies on successful
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communication between these devices [4]. Other examples include microgrid power
management [5] and dynamic adaptive protection [6].”

“IEC 61850 communication standard has emerged as the leader in this field due to
several advantages [7]. It offers a robust structure that allows object-oriented modeling.
Thanks to its standardized data object approach, interoperability is ensured regardless of
device model or manufacturer. Finally, it has fully developed message exchange protocols
that can be used for different purposes such as periodic message update or event-triggered
messages [8]. Literature sees a constant influx of device and system modeling based on
IEC 61850 standard and this is only expected to increase [9].”

However, it has been reported in the literature that this high connectivity creates many
cybersecurity vulnerabilities in smart grids [10]. “Until very recently, communication in
power systems was utilized in very exclusive and limited contexts. It was not open to
third-party connections and the possibility of an outside connection was minute. Therefore,
cybersecurity measures that are well-known in other domains are currently being deployed
in power systems for the first time. Recently published IEC 62351 standard aims at
equipping IEC 61850 messages with cybersecurity features such as message integrity and
encryption [11]. There are different studies that focus on how these two standards can be
merged and secure IEC 61850 messages can be sent [12-15].”

These IT measures are excellent towards securing message exchanges. However,
holistic cybersecurity design requires that additional schemes are also implemented [16].
“For instance, currently, IEC 62351 does not have any recommendation towards intrusion
detection in smart grids. Theoretically, if a hacker successfully penetrates the first line of
defense set by IEC 62351 measures, there is no system in place to detect this intrusion. To
address this need, this paper proposes a machine learning based intrusion detection for IEC
61850 Generic Object-Oriented Substation Event (GOOSE) messages.” As the name implies,
these messages are triggered by certain events in the power system and are transmitted to
take necessary reactionary precautions, e.g., a trip command is sent to a circuit breaker via
GOOSE message after a relay picks up excessive current readings. Novel uses of GOOSE
messages have been proposed where these event-based messages are used to implement
an energy management system and coordinate electric vehicle charging. Due to the critical
nature of the places of their use, GOOSE messages can be exploited to render significant
damage on the power system infrastructure.

“There are different works in the literature that focus on IEC 61850-based communica-
tion security. There are works that focus on implementation of IEC 62351 recommendations
such as authentication and message integrity [17]. In addition, there are works that focus
on extending these security measures and investigate possibility of using other algorithms
or encryption [18]. Nevertheless, all of these works focus on developing a first line of
defense against manipulations such as man-in-the-middle attacks, replay and masquerade
attacks. Holistic cybersecurity defense approach requires there are different mechanisms to
prevent, detect and divert an attack.” Although there are some intrusion detection systems
proposed in the literature for GOOSE messages [19,20], these works focus on statistical
analysis based on parameters of current GOOSE messages. However, for effective opera-
tion it is desired that the subscriber device has intelligence of attack scenarios to identify
the faulty messages with more accuracy. The machine learning algorithms can be used
for training the subscriber IEDs with the desired intelligence. In the literature, machine
learning algorithms have been proposed for intrusion detection in Supervisory Control and
Data Acquisition Systems (SCADA) [21,22]. Currently, there is no machine learning-based
mechanism for detecting intrusion in power system communication networks employing
GOOSE messages.

Needless to say, power systems always have events that require different equipment to
respond. However, this natural behavior is different than the behavior of an attacker who
has acquired access to critical infrastructure and intends to do as much harm as possible.
The system employs machine learning and is trained to discern this natural behavior of a
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power system from cyberattacks. It makes use of two key parameters of GOOSE messages,
stNum and sqNum, as will be discussed below.
The major contributions of this work are as follows:

(@) A novel machine learning-based intrusion detection system is developed for IEC
61850 GOOSE messages.

(b) A realistic power system communication dataset is obtained. This dataset is used to
train the proposed system. Then, the performance of the system is tested with test
data where cyberattacks are included.

(c) Different machine learning algorithms are utilized, and their performances are con-
trasted. Results are reported to discuss which one of these algorithms is more suitable
for intrusion detection in power system communication based on IEC 61850 messages.
Evaluations are done in terms of training and attack detection times as well as attack
detection accuracy.”

The rest of the paper is organized as follows: Section 2 gives an overview of IEC 61850
GOOSE messages, their structure and operation style. Section 3 presents the proposed
intrusion detection algorithm. Section 4 gives details about performance experiments,
sample data and test data. Finally, conclusions are drawn in Section 5.

2. IEC 61850 GOOSE Messages and Cybersecurity Vulnerabilities

“IEC 61850 communication standard was initially developed to establish communi-
cation between substation devices [7]. However, it has received a lot of attention from
researchers, engineers and companies alike. Its initial domain is extended several times so
that it can be used for power system communication with a much larger pool of available
devices. Researchers have worked towards developing models for novel devices such
as energy routers [6], electric vehicles (EVs) [23], smart meters [24] or new smart grid
applications such as virtual power plants [4], EV charging coordination schemes [3]. “The
main reasons behind such a positive uptake are object-oriented modeling that allows for
simple yet strong device modeling, interoperable communication systems that do not
depend on certain company or a technology as well as robust message exchange services
that are developed for power system applications [25]. As shown in Figure 1, there are
three services utilized. Sample Value messages are used for periodic reporting of measure-
ment values while Client-Server communication is used for ad-hoc message exchanges,
notifications and reporting.”
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Figure 1. IEC 61850 communication stack.
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The Generic Object-Oriented Substation Event (GOOSE) message is developed, as the
name implies, as a means of exchanging information regarding an event that took place in
the substation. Recently, its use has been extended outside substations, yet the operational
principles stayed the same. GOOSE messages are triggered when a predetermined event
occurs in the power system and a message is sent to subscribers which need to be alerted
and react to this event. As shown in Figure 2, GOOSE messages are sent as a burst
after the event and, then, settle down to cyclic messages. The reason behind this is the
sensitive nature of the GOOSE message contents. Traditionally, they are used for substation
protection devices, and to increase the delivery rate at the subscriber, a burst of the same
messages is sent. When GOOSE messages are published for an event, if a message is lost
or delayed in the network, the burst increases the chances of an event being reported in
time by the next message. Since protection systems are very limited in time, handshaking
procedures between sender and receiver are out of the question.

cyclic GOOSE burst cyclic GOOSE
Pl N N

W

I g
=

T, T T, T3 To
time 2

event

Figure 2. GOOSE message retransmission in IEC 61850.

Still, none of the messages in Figure 2 are identical and they have numbers that are
used to differentiate between GOOSE messages that belong to different events as well as
GOQOSE messages that belong to the same event and are repetitions of each other. Figure 3
shows the contents of a GOOSE message as described by IEC 61850. Inside the GOOSE
Application layer Protocol Data Unit (APDU), there are two distinct parameters utilized for
this purpose. The parameter “stNum” is utilized to keep track of status changes, i.e., events.
On the other hand, “sqNum” represents the sequence number for a single stNum. Therefore,
GOOSE messages that belong to the same event and are repetitions in the same sequence
have the same stNum, while sgNum increases in time. Similarly, when a new event occurs
in the system, e.g., Figure 2, stNum is incremented by one while sgNum is reset to 1. This
means a new event has occurred and the first message for this event is sent with sqNum = 1.
These parameters are pivotal in monitoring the events in a power system and will be used
in the proposed intrusion detection system later.

“The current structure of GOOSE messages and the way in which these messages are
transmitted have various cybersecurity vulnerabilities [26]. The traditional use envisioned
for these messages was limited to a proprietary substation that is not open to communi-
cation with the outside world. As the power system communication evolved and IEC
61850 standard is applied to information exchanged outside substation environment, these
vulnerabilities became more apparent and relevant [27].”
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GOOSEAPDU
Preamble (8 bytes) Tag (1 bytes)
Length (1 or 3 bytes)
5 g GoosePdu
Deriaion Adviowe Tag | Length | gocbRef (Max. 65 bytes)
oyt Tag | Length | timeAllowedtoLive [Max. 2 bytes)
Source Address Tag | Length | datSet (Max. 65 bytes)
(6 bytes) Tag | Length | golD [Max. 65 bytes)
Priority tag and VLAN Tag Length | t (Max. B bytes)
ID (4 bytes) Tag | Length | stNum (Max. & bytes)
Ether-type (2 bytes) Tag | Length | sgllum (Max. 8 bytes)
APPID (2 bytes) Tag | Length | test (Max. 1 byte)
Ether-type Length (2 bytes) Tag | Length | confRev (Max. 8 bytes)
GOOSE Reserved 1 (2 bytes Tag | Length | ndsCom (Max. 8 bytes)
PDU Reserved 2 (2 bytes| Tag | Length | numDatSetEntries (Max. 1 byte)
GDOSE APDU Tag | Length | allData (Max. 65 bytes)
Pads bytes If Tag Length | Security (Max. 1 byte)
necessary Tag - lbyte
Length - 1byte
FCS (4 bytes)

Figure 3. Message structure of GOOSE.

“For instance, as shown in Figure 1, GOOSE messages are directly mapped onto
Ethernet layer, skipping TCP/IP and making transmission much faster. However, the
downside is that there is no traditional sender and receiver addresses that can be used to
protect messages and prevent cyberattacks. It is true that the GOOSE message structure as
shown in Figure 3 includes destination and sources addresses, but these cannot be used for
such purposes. The reason is that, firstly, these are Media Access Control (MAC) addresses
and self-declared. Secondly, the destination address is not a real device’s address.” It is
utilized to differentiate GOOSE streams from each other and can take any value within the
range specified in IEC 61850 standard, as shown in Table 1.

Table 1. GOOSE and sampled value (SV) messages target address ranges.

Message Type Address Range
GOOSE 01:0C:CD:01:00:00 to 01:0C:CD:01:01:FF
SV 01:0C:CD:04:00:00 to 01:0C:CD:04:01:FF

Secondly, as mentioned in [28], these messages do not include any cybersecurity mech-
anism whether it be message integrity, authentication or encryption. They are exchanged
over the net with full visibility and can be read and viewed by any party [28]. The messages
do not have any built-in mechanism to authenticate the sender which leaves the doors
open for any imposter attack [29]. Similarly, there is virtually nothing stopping an entity
from capturing a GOOSE message exchanged in the network, editing its contents and
retransmitting it as a part of a replay or masquerade attack [30]. Some of these issues are
identified and IEC 62351 Cybersecurity standard has been issued as a complementary to
IEC 61850 communication standard. The proposed cybersecurity mechanisms are still
in their infancy and require a lot of work to be widely implemented in power system
communication infrastructure.

Nevertheless, IEC 62351 cybersecurity standard only recommends use of communica-
tion layer security mechanisms, such as implementing hash algorithms to check message
integrity or using digital signatures to authenticate senders. There is no input on op-
erational layer security. To ensure fully secure communication, a holistic cybersecurity
approach is needed. For instance, if a hacker circumvents the security checks implemented
at communication layer and gains access to the network, there is no system in place to
detect this breach. Considering the sensitive nature of GOOSE message contents and
that they are used to trigger actions in devices, this is a big problem.” In order to fill this
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knowledge gap, a machine learning-based intrusion detection algorithm is developed in
the next section.

3. Machine Learning-Based Intrusion Detection Algorithm

As mentioned in the previous section, GOOSE messages have two parameters that
are utilized to track sequences of messages pertaining to the same event as well as status
changes that occur with individual events. These parameters can be utilized to detect
whether the system is operating as usual or an intruder with a malicious intent has gained
access to the system.

The original use of GOOSE messages is intended for sending tripping signals from
relays to circuit breakers. This means GOOSE messages for new events should only be
issued if there is a fault in the system. Therefore, it is expected that in a healthy system
GOOSE messages should have very high sgNum values and stNum values should not
change very often, i.e., events should not be very frequent and mostly cyclic GOOSE
messages should be present in the network.

Conversely, if a hacker gains access to a power system communication network, they
would like to inflict as much damage as possible in a short period of time. In such a scenario,
hackers would send several GOOSE messages to instruct power system equipment to trip,
power off or change operation in a way that it would hinder the operation of the system or
cause a black-out. This would mean that GOOSE messages are sent very frequently, and
events occur with very little separation. It would be possible to observe this phenomenon
as very small stNum values and very frequently increasing sgNum values. It is also possible
to observe frequent resets of stNum values as every new sequence of GOOSE message
starts with sgNum =1 when stNum is incremented. Additionally, as depicted in Figure 2,
the communication network will be flooded with burst-type messages of new GOOSE
sequences, contrary to stable operation where mostly cyclic messages are transmitted.

“Based on these facts, it is possible to design an intrusion detection system as shown
in Figure 4. When an event occurs in the system, respective GOOSE message is issued. In
parallel with power system operation, an event analysis is performed for this event. Based
on the event history, i.e. previous events, the most recent event is subjected to scrutiny and
compared with the regular behavior of the power system. “If the event history shows that
this event is likely to be a legitimate event, then the normal operation continues. Otherwise,
the accumulating evidence indicates that there is an intruder in the system and the alarm
is raised.”

Event - > GOOSE
message issued

Continue Normal
Operation

Does the
event
conform to
regular
behavior?

Event is fed to Power
System Event Database

Intrusion Detected !

Analysis based on

Event History

Figure 4. Developed intrusion detection system for GOOSE messages.

It goes without saying that every power system, or sub-system such as a microgrid
or a sub-station, has different behavior. Therefore, the comparison performed in Figure 4
needs to be particular to each system, not generic. This requires analyzing the past events
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and developing a behavior model as shown in Figure 5. Machine learning is utilized
to develop a pattern for any given power system.” Then, stNum and sgNum values are
extracted from the incoming GOOSE message. Based on the event history, i.e., the event
preceding this particular GOOSE message, and the regular behavior of the system, it is
concluded whether there is any discrepancy. As explained earlier, if stNum is changing
too often or sqNum values stay too low, this means way too many events are occurring in
the system than usual. This indicates that a hacker has gained access to the system and is
trying to trigger multiple events in a short period of time to effect usual operation.

Incoming GOOSE

message

e

e —— Extract Stnum and
Sqnum values

Past Event
History

Compare with values in
Regular Behavior Model

Is Stnum changing
too often? Continue Normal
Does Sqnum stay Operation
very low?

Yes

Intrusion Detected!

Figure 5. Machine learning-based event analysis.

Several machine learning algorithms are utilized, and their performances are com-
pared in the next section. Before getting into test results and their analysis, an overview of
these algorithms is given in the next sub-section.

Different Machine Learning Algorithms Utilized

As discussed in [31], “In order to measure success of prediction and contrast their
performances, several algorithms are utilized in the proposed system. These are Decision
Tree (DT), Random Forest (RF), Support Vector Machine (SVM), K Nearest Neighbor (k-NN)
and Adaptive Boost (AdaBoost) algorithms.

Shown in Figure 6, DT algorithm utilizes decision tress with branches and leaves.
In this fashion, it extracts conclusions from observations related to a particular item. In
this approach, observations are represented as branches while the conclusions are the
leaves. The algorithm is designed to progress towards the leaves. Since the goal of DT is to
draw some conclusions and estimate the value of a target node, it is deemed suitable for
the developed intrusion detection system where values for stNum and sqNum values are
estimated in a broad sense.

A collection of DTs constitutes a RF. In other words, RFs utilize several DTs to make a
decision and individual decisions from each DT are processed to reach a final conclusion in
RF, as shown Figure 7. Decisions are made by following the most efficient path in each DT.
RF is a bagging algorithm and it can be utilized to address over-fitting or accuracy issues
encountered in DTs. The number of DTs is not limited and can be set as wished. In this
particular study, 100 trees are used in RE.”
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Figure 7. A random forest with several decision trees.

SVMs are utilized to process input data and decide which of the two classes they
belong to. As a non-probabilistic binary linear classifier, an SVM develops a model which is
utilized to assign new inputs to each category. The SVM model represents inputs as points
in space and separates them into two categories where the incoming data are assigned to
appropriate class in space. Due to the nature of the intrusion detection system proposed
herein, the SVM approach is selected as it lends itself to the application of the proposed
system. Any incoming data are processed and classified as regular operation or attack by a
hacker. The use of SVMs in non-linear data requires kernel tricks or kernel numbers. In
this study, the selected kernel type is Radial Basis Function (RBF), while the gamma value,
i.e., kernel coefficient, is 0.125. RBF is one of the most commonly used kernel methods for
nonlinear support in SVMs. The operation principle of SVMs is depicted in Figure 8.

-~

~

-

- -

Figure 8. Impact of k value on k-NN algorithm’s output.
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k-NN is an instance-based learning technique where the input is classified based on
some recent inputs. For this reason, it is also classified as a memory-based classification
algorithm. An unclassified input is classified based on k number of neighbors, i.e., most
recent k events. Since the intrusion detection system proposed in this paper requires
keeping track of recent events and deciding whether the current event is an attack or not,
k-NN is a very suitable algorithm. As shown in Figure 8, the number of k has a significant
impact on the classification results. In the figure, in the classification of a new input, the
green circle is the red triangle when k is selected as 3, while it becomes the blue square
when k is 5. For this study, k is selected as 2. In other words, two previous events are
utilized to make a decision on the incoming event.

Adaboost is a classifier based on a boosting method. It is utilized to lump together
several weak classifiers, e.g., decision stumps, in order to build a much stronger classifier.
Rather than being a distinct classifier on its own, Adaboost can be utilized on any classifier
to identify its shortcomings and boost its performance. Its operation principle is given in
Figure 9. Firstly, the input data are processed with the first classifier. Incorrectly classified
training data are given a higher weight and the second classifier is run with these conditions.
The output of the second classifier is treated the same before being fed to the third classifier
as input. The unique feature about Adaboost is that the weight is updated in every single
iteration. In this study, Adaboost is utilized with decision stumps. The motivation behind
this selection is to see its impact on improving the performance of DT and compare with RE.

for] ] ] o]

Figure 9. Instance weight updates of Adaboost classifier.

The next section presents the training data, test data and the test results for all the
algorithms discussed above.

4. Intrusion Detection Performance Tests

In order to investigate the accuracy of the proposed intrusion detection system for
GOOSE messages, several tests have been performed. Firstly, a realistic GOOSE dataset is
developed for the generic power system given in Figure 10. In order to achieve this, firstly,
emulators have been developed to generate and transmit GOOSE messages as per IEC
61850 rules [32,33]. Then, using these IEC 61850 emulators, desired GOOSE messages are
created and sent as shown in Figure 11.

Once the clean dataset is acquired as in [33,34], random attack messages have been
added to achieve the validation dataset. Figure 12 shows the set up used for creating the val-
idation dataset. The attack GOOSE messages are published using the IEC 61850 emulators
tools [32] and added to the clean dataset, creating the validation dataset. Figures 13 and 14
show stNum and sqNum values in this set, respectively. The attack data are shown in red
and are added to the initial dataset. As it can be observed, regular behavior can be easily
distinguished from the attack behavior.



Symmetry 2021, 13, 826 10 of 15

Control
Center
Station Station

Engineering Operating
[ ] [ ]
Z5

GPS clock

Station Level
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Bay Level
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Process Level

HV Switchgear LV Switchgear Electronic CT/PT and
devices devices transducer

Figure 10. Power system setup for GOOSE messages.

Frame 1: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits) on
Ethernet II, Src: HewlettP_c5:77:al1l (a@:b3:cc:c5:77:21), Dst: Iec-Tc57_01
“ GOOSE
APPID: ©x8001 (1)
Length: 145
Reserved 1: @x@eee (8)
Reserved 2: exeeee (o)
4 goosePdu
gocbRef: FREA-GoSV-1 /LLNO@$GO$gcbol
timeAllowedtolLive: 40000
datSet: FREA-GOSV-1 /LLN@®$GOOSE1l
golID: FREA-GoSV-1
t: Jan 2, 2000 ©2:46:11.258165836 UTC
stNum: 1
sgNum: 1@
test: False
confRev: 1
ndsCom: False
numDatSetEntries: &

91 9c cd 91 ©3 ff a0 b3 «<c ¢c5 77 a1 88 bS8 @O @1  ........ .. Weauaa
0 91 00 00 OO0 OO 61 81 86 80 1a 46 52 45 41 2d 2 ...... a. ...FREA-
47 6f 53 56 2d 31 20 2f 4c 4c 4e 30 24 47 af 24 GoSV-1 / LLNe3$GOS
67 63 62 3@ 31 81 ©3 @@ 9c 4@ 82 18 46 52 45 41 gcbel... .@..FREA
2d 47 6f 53 56 2d 31 20 2f 4c 4c 4e 30 24 47 af -GosSV-1 /LLNOS$GO
4f 53 45 31 83 @b 46 52 45 41 2d 47 6f 53 56 2d OSEl..FR EA-GoSV-
31 84 ©8 38 6e bb f3 42 17 28 @a 85 @1 @1 86 ©1 1..8n..8B .( .

©a 87 ©1 00 88 01 ©1 89 ©1 @0 8a ©1 ©8 ab 20 83 ........ ..
©1 00 84 ©3 ©3 00 00 83 ©1 ©0 54 ©3 ©3 00 00 83  ........ .. e
©1 ©0 84 ©3 ©3 00 00 83 ©1 20 B84 ©3 ©3 VO VO =3 ... i. ssssass

Figure 11. GOOSE message capture where stNum = 1 and sqNum = 10.

IEC 61850 GOOSE

Emulator

Packet

capture
Validation Dataset

Clean Dataset

Figure 12. Experimental set up for generating validation dataset.

During normal operation, events occur with some time separation between them. This
can be observed from the rate of change in stNum values as well as the final value that
sgNum reaches. In attack data that are injected into the dataset, the stNum value increases
pretty rapidly with a high rate of change, while the corresponding sqNum values stay
uncharacteristically low.
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Figure 13. stNum values in dataset with attack data.

480 LI S B B A I B TTT T T I T T T ITTT TTTT IIIIIIIIIII‘{IdeTHI
== Attack data
450
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350 |
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S a o
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Number of Sqnum

L I
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Time(day)

Figure 14. sqNum values in dataset with attack data.

Just to put into perspective, during normal operation the stNum value changes between
8 and 12 while the cyclic GOOSE message transmission continues until sgNum is somewhere
between 350 and 450. On the contrary, attack data have a range of 15-21 for stNum and this
is achieved in a much smaller time window, i.e., the rate of change is very high. Naturally,
corresponding sqNum values stay low somewhere between 70 and 100. The time window
was set as 76 days where the attacks are encountered only in 4 days. The distinct behavior
of attack data is visualized by their steep slope, as shown in Figure 13. This corresponds
to high rate of change of stNum. In contrast, normal operation data have a much more
horizontal slope.

Cross validation studies are performed with a cross validation value of 7, performing
seven distinct iterations on the dataset. As shown in Figure 15, the overall data are split
into seven equal portions. In each iteration, a different portion is designated as the test
fold, while the rest is used as training data. The benefit of this approach is that it mixes the
training and test folds over the entire dataset. This eliminates the possibility of any lucky
situations that may arise from a specific way of splitting the dataset. Every portion gets to
be utilized as a test fold, thereby subjecting the proposed intrusion detection system to all
possible combinations.

Performance tests have been performed in Python on two platforms for better com-
parison: (1) Intel Core i7-6700 @ 2.60 GHz with 16 GB RAM, and (2) Raspberry pi 3 (R-pi3).
The results are reported in Tables 2 and 3. Firstly, it is safe to say that the proposed intru-
sion detection system is validated with these results. Regardless of the machine learning
algorithm used, the system distinguishes regular operation from cyber-attacks in GOOSE
messages. All the cases have reported accuracy higher than 94%. This confirms the intru-
sion detection approach design and shows that stNum and sgNum values can be used to
detect cyberattacks on GOOSE messages
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Figure 15. Cross validation approach with several iterations.

Table 2. Accuracy, detection rate and false alarm rate of different machine learning algorithms.

Algorithm Accuracy Detection Rate (DR) False Alarm Rate (FAR)
Adaboost 0.9487 0.8507 0.0194
DT 0.9448 0.9231 0.0408
RF 0.9519 0.8657 0
k-NN 0.9448 0.9231 0.0408
SVM 0.9512 0.8718 0.0338

Table 3. Training, test and overall timing of different machine learning algorithms.

I7 (Time in Seconds) R-Pi 3 (Time in Seconds)
Algorithm Overall Training Test Overall Training Test
Adaboost 71.85 71.84 0.0169 699.07 698.95 0.069
DT 1.36 1.36 0.0009 19.57 19.50 0.031
RF 59.7 59.69 0.0080 855.16 855.07 0.054
k-NN 13.41 13.42 0.0019 215.30 215.27 0.003
SVM 3427.69 3427.69 0.0029 31655.86 31655.81 0.016

Secondly, it is possible to observe that RF, SVM and Adaboost have the highest
accuracy among the algorithms. Considering that Adaboost is designed the boost the
performance of other classifiers and decision stumps are utilized as the underlying classifier,
such an outcome is expected. On the other hand, DT has a comparable accuracy due to
the simple nature of the prediction that is made. In a system with several inputs and
interdependent variables, Adaboost yields higher accuracy.

Detection Rates (DR) are acceptable, with the highest value being 92.31% for both DT
and k-NN. These two algorithms have very high False Alarm Rates (FAR), which brings
down their overall accuracy. The lowest FAR is reported for Adaboost, which seems to
have the best balance of accuracy, DR and FAR for this application.

The most important aspect of the test results is the timing values, as shown in Table 3.
There are three parameters: (i) training time, the time required to train the system; (ii)
testing time, the time required to run the algorithm and detect an attack; and (iii) overall
time required for training and testing. The training and testing times are completely distinct
and relate to different steps of operation. Training can be performed offline or before the
deployment of the system. Therefore, it does not have a direct impact on the system
operation when GOOSE messages are received in real-time. On the other hand, attack
detection time pertains to real-time operation of the proposed system. It corresponds to the
time it takes for the system to process an incoming GOOSE message and decide whether it
is a normal message or an attack message, as shown in Figure 5. It is also important to note
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that only training time is affected by the volume of the dataset, while testing time stays
constant. Considering that IEC 61850 standard stipulates that GOOSE messages need to
be delivered within 3ms, this additional time introduced by the proposed system is very
important.

Analyzing the performance test data for the platform with i7 processor in Table 2, it can
be observed that DT can be safely used for intrusion detection in a system running GOOSE
messages. The testing time required for this algorithm is less than 1 msec and is feasible
for meeting IEC 61850 requirements. In contrast, Adaboost, RF and SVM algorithms
require much longer processing times and this renders it impractical for GOOSE-based
communication systems. These algorithms are deemed to be very robust and more accurate
for complex systems. However, the data processing for the proposed system is very
lightweight and timing has priority. The remaining algorithm, k-NN, can be utilized in
a very fast system if GOOSE messages are guaranteed to arrive very rapidly, i.e., within
1 ms as the testing takes around 2 ms. The results with r-pi3 show that it is not practical
to implement this IDS with slow systems. However, r-pi3 is a very old system and k-NN
tests are performed in 3 msec. New generation r-pi or faster systems can be utilized to
implement k-NN or in SVM. It is noteworthy to mention here that new IEDs are equipped
with very strong processors such as i7, unlike their traditional and slow counterparts [35].

Finally, all of the algorithms except SVM have relatively short training times, consid-
ering that training is performed offline. This opens a path to the pseudo-online training
approach where the system may collect data and retrain itself on a specific time window,
e.g., 1 month or 3 months. The training times reported in Table 2 correspond to a 78-day
dataset, i.e., 11 weeks. This will add value to the proposed system as it can learn the
changing behavior of the power system and adjust its training. This will create a much
more dynamic intrusion detection system that can respond to changing trends in the power
system.

Test results show that DT achieves very high accuracy with much smaller training
and detection times. Therefore, it can be deemed as the most suitable algorithm for the
proposed intrusion detection system since it offers the best combination of higher accuracy
and less time required.

5. Conclusions

Smart grid applications are getting more popular where different devices need to
communicate and coordinate. For this to happen, a reliable infrastructure is needed.
There have been efforts towards providing an interoperable communication platform for
such purposes. However, the implementation of cybersecurity mechanisms to secure
information exchange on such a large scale has lagged behind. There is imminent need
for achieving cybersecurity in a power system, a cyber-physical system where message
exchanges may have real, physical implications.

IEC 61850’s GOOSE messages are widely used for instructing devices to perform
certain operations. This makes them highly critical in cybersecurity assessments. This
paper develops a machine learning-based intrusion detection system for GOOSE messages.
Based on the frequency and nature of GOOSE messages, the system is able to differentiate
usual operation from attacks. Performance tests have been performed with a realistic smart
grid communication dataset. Furthermore, different machine learning algorithms were
utilized to see their suitability for such use. The results show that the developed system can
successfully detect cyber-attacks based on GOOSE message parameters with high accuracy.
Although the performance of algorithms differs, all machine learning algorithms yield
acceptable results and no over-fitting is observed.

Using algorithms other than the ones in this paper or using different parameter
values can be a future extension of this work. Nevertheless, the current results show
that the proposed intrusion detection system can successfully detect unauthorized access
via GOOSE message analysis. Future work may focus on integrating this system with a
honeypot.
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