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   Abstract 
 

Recently the number of buildings and interior spaces has increased, and many systems have been 

proposed to locate people or objects in these environments. At present, several technologies, such as 

GPS, Bluetooth, Wi-Fi, Ultrasound, and RFID, are used for positioning problems. Some of these 

technologies provide good results for positioning outdoors whereas some others are effective for 

indoor environments. While GPS is used for outdoor localization systems, Wi-Fi, Bluetooth, Ultra 

WideBand, and RFID are used for indoor localization systems (ILSs). Today, due to the 

proliferation and extensive usage of Wi-Fi access points, wireless-based technologies in indoor 

localization are preferred more than others. However, even though the abovementioned technologies 

make life easier for their users, ILSs can pose some privacy risks in case the confidentiality of the 

location data cannot be ensured. Such an incident is highly likely to result in the disclosure of users’ 

identities and behavior patterns. In this paper, we aim to investigate existing privacy-preserving 

wireless ILSs and discuss them. 

 
 

 

 

1. Introduction* 

 

The number of studies on location-based systems has 

increased with the evolution of technology in recent years. 

Positioning techniques are, in general terms, a set of 

methods used to assess the position of an object or an 

animal. Many methods have been developed to establish an 

entity or creature’s location, but there are some important 

points to be considered to determine the correct location 

[1]. The first of these is to determine the system 

requirements in detail and to choose the most appropriate 

method for them. The second is to minimize the external 

factors that cause errors and make measurements with the 

least error rate.  

Separating the areas where localization is used as 

indoor and outdoor spaces provides an advantage to 

classify both the space-specific applications and the 

preferred technologies according to the space features. 

There are many different technologies used for localization 

problems. Some of these are GPS, Bluetooth, Wi-Fi, 

ultrasound and RFID [2]. While GPS is used for outdoor 
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positioning systems, it is ineffective due to the signal-

weakening effect of interior walls [1]. In an indoor 

positioning system, the type of signal used, and the type of 

measurement significantly affect performance. For this 

reason, global positioning systems do not perform 

adequately in confined spaces. The necessity of indoor 

positioning systems has emerged to overcome this 

problem. Today, with the increase in the number of interior 

spaces such as airports, shopping centers, business centers, 

hospitals, universities, courthouses and parking lots, it has 

become much more important to find the location of 

people or an object in these places. The general working 

principle of indoor positioning technologies can be 

summarized as finding a user's relative position to a 

transmitter using radio signal characteristics [3]. The main 

technologies used for indoor localization systems (ILSs) 

are Wi-Fi, Bluetooth, ultra-broadband, and RFID. 

While the increase in the use of the mentioned 

technologies provides very convenience in people’s lives, 

conversely, if the data obtained as a result of the methods 

cannot be secured, it can harm individuals by allowing 

identification and behavior determination of individuals 

[4]. This study mainly aims that present a review of the 
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latest technology and privacy-preserving ILSs. The 

remainder of this paper is organized as follows. Similar 

survey works are summarized in Section 2. In Section 3, 

we describe indoor localization technologies and 

techniques. Section 4 illustrates the challenges of indoor 

localization systems. In Section 5, we examine and 

evaluate existing privacy-preserving wireless indoor 

localization systems. The study is concluded in Section 6. 

 

2. Related Survey Works 

 

In Table 1 we have determined 36 major survey 

papers that have been published between 2015 and 2022 on 

indoor localization [1-28, 54-61]. The 9 papers have shown 

a general examination of indoor localization systems [1-4, 

17, 21, 22, 25, 55]. They examine technologies and 

techniques used in indoor localization, comparison of 

systems according to some metrics, related challenges and 

proposed solutions. The other 7 of them have focused on 

Wi-Fi-based indoor localization systems [13, 14, 19, 20, 

26, 27, 61]. They classify and compare Wi-Fi based indoor 

localization systems, and some of them propose a solution 

for a specific challenge on related topic. The other 2 of the 

papers show wireless and general indoor localization 

systems which are based on crowdsourcing [15, 24]. 

Although these two papers contain general information 

about the wireless indoor localization, they mainly focus 

on crowdsourcing technique [29] and their applications in 

the literature. For this reason, they can help researchers 

who want to work on crowdsourcing. In the remaining 18 

papers, the following topics are covered, respectively: 

 

i. WSN-based indoor localization [12] 

ii. Localization privacy and indoor localization systems 

for mobile networks [16, 23] 

iii. Indoor localization systems based on visible light [5], 

computer vision [6], acoustic [7], spatial models [10], 

industry 4.0 [11], Bluetooth & Fingerprinting [18] and 

pedestrian dead reckoning [28] 

iv. Simultaneous localization and mapping (SLAM) 

systems [8] 

v. Image-based indoor localization [9] 

vi. Indoor vehicle localization based on RFID [54] 

vii. Machine-learning based indoor localization [56-58] 

viii. Magnetic-field based indoor localization [59] 

ix. Indoor localization for IoT-based applications [60] 

 

As can be understood from the topics covered by 

these 18 studies, while the other 18 studies give a general 

review of indoor localization, they focus on more specific 

topics. Studies with such a special focus will help those 

who want to work on the same sub-topic. But even though 

each of them is focused on a particular subject, the overall 

subject is the difference in technologies used for indoor 

localization. As a result of the examination of the relevant 

survey studies, we assume, as far as we know, that no 

survey paper classifies and compares systems that only 

contain the challenges of wireless indoor positioning 

solutions. 

The purpose of this work is to give a comprehensive 

examination of wireless indoor positioning systems that 

maintain privacy. This study provides the reader with some 

of the latest privacy-preserving wireless indoor localization 

systems and gives hints about solutions for privacy 

problems. Because the security and privacy of indoor 

localization systems that include the position of users and 

objects is one of the most important requirements of 

relevant systems and is still waiting to be solved. With this 

paper, we aim to attract other researchers’ attention to 

further privacy-preserving wireless indoor localization 

research. 

 

3. Indoor Localization Technologies and 

Techniques 

 

In this section, we present the technologies and 

techniques used in indoor localization. 

 

3.1. Indoor Localization Technologies  

 

The technologies used for indoor localization systems 

are shown in Figure 1. Bluetooth technology is designed as 

a wireless alternative technology that requires low energy 

and low cost to be used in short-range data exchange. 

Bluetooth modules, Bluetooth tags or sensors, a server, and 

a WLAN compose the Bluetooth positioning system. 

Bluetooth devices in the range of Bluetooth sensors in the 

environment can be connected to the sensors. This leads to 

the sensor communicating the ID of the device to the 

server through WLAN. The server determines the 

computer’s location and provides the information to the 

device's application [21]. 

ZigBee is a common protocol for communication 

using IEEE 802.15.4 and is also a radio device deployed in 

a WSN as a sensor node that communicates via WLAN to 

the network [30]. Lastly, in a positioning system using 

ZigBee technology, the location of a person or object is 

calculated utilizing sensor data from measurements made 

by fixed sensor nodes and connected to the network at 

known locations. It should be remembered here that sensor 

nodes’ costs vary according to energy consumption, 

calculation speed, bandwidth and memory. 
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Table 1. General information of current indoor localization studies 

2022   2021 

 

• [59] Magnetic Field Based Indoor Localization 

• [60] Indoor Positioning Systems for IoT-Based 

Applications 

• [61] WiFi-based Indoor Localization Systems 

• for Smartphone 

 

• [54] Indoor Vehicle Localization Based on RFID 

• [55] General Examination of Indoor Localization 

Techniques and Wireless Technologies 
• [56-58] Machine Learning Based Indoor 

Localization 

 

2020 2019 2018 

 

• [5] Indoor Localization 

Systems Based on Visible Light 

• [6] Indoor Localization 

Methods Based on Computer 

Vision 

• [7] Indoor Localization 

Systems Based on Acoustic 

• [8] Indoor Location and 

Mapping (SLAM) Systems 

 

• [1] General Examination of 

Indoor and Outdoor Location 

Systems 

• [3] General Examination of 

Indoor Location Systems 

• [9] Image Based Indoor 

Localization 

• [10] Indoor Localization 

Methods Based on Spatial 

Models 

• [11] Indoor Localization Systems 

Based on Industry 4.0 

 

 

• [12] Indoor Localization 

Algorithms Based on 

Wireless Sensor Networks 

(WSN) 

• [13,14] Indoor Localization 

Systems Based on Wi-Fi 

• [15] Wireless Indoor 

Localization System Based 

on Crowdsourcing 

• [16] Localization Privacy 

For Mobile Networks 

2017 2016 2015 

 

• [2, 17] General Examination of 

Indoor Location Systems 

• [18] Indoor Localization 

Systems Based on Bluetooth 

and Fingerprinting 

 

• [19, 20] Wireless Indoor 

Localization System 

• [23] Indoor Localization System 

for Mobile Networks 

• [24] Indoor Localization System 

Based on Crowdsourcing 

• [4, 21, 22, 25] General 

Examination of Indoor Location 

Systems 

 

 

• [26, 27] Indoor Localization 

Systems Based on Wi-Fi 

• [28] Indoor Localization 

Systems Based on Pedestrian 

Dead Reckoning 

 

The Radio Frequency Identification System (RFID) is 

an automated identification mechanism that uses 

electromagnetic transmission-based RF wireless 

technologies between RFID readers and RFID tags for 

monitoring purposes. In a positioning system using RFID 

technology, a tag is attached to the living or object whose 

position needs to be known. Radio frequency signals are 

then sent by the reader for identification. The label, which 

has entered the radio frequency field of the reader, takes 

the energy needed for data transfer from this field. It then 

modulates the carrier signal based on the data preloaded on 

it. The modulated carrier is sent to the reader from the 

label. The reader detects and demodulates the modulated 

signal, then read the data [31]. 

With its susceptibility to non-line-of-sight 

propagation (NLOS) and multipath effects, Ultra 

WideBand (UWB) is a wireless communication technology 

that uses a short-range, high-speed radio. Owing to its high 

bandwidth, it is preferred by various applications and 

positioning systems. In a positioning system, three or more 

ultra-broadband readers transmit a very broad pulse over 

the GHz spectrum using UWB technology. Then readers 

listen to chirps from tags that are ultra-broadband. Such 

labels have a trigger of the spark-gap type that produces a 

tiny blast inside them, producing a short, coded, very large, 

almost instantaneous explosion. Then readers report the 

measurements back to the central server or cloud from the 

tags [32]. 
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Figure 1. The technologies used in indoor localization 

 

The Visible Light (VL) positioning systems use 

visible lights to locate an object for tracking and 

navigation. The positioning system for the VL consists of a 

transmitter or light source, a handheld terminal or receiver, 

and a contact path for the LOS. Light sources are 

positioned on the ceiling of a room or the side wall as base 

stations in this system to broadcast their known location 

information. The information is received from a location 

unknown by a mobile terminal or an image sensor and 

demodulated. The unbeknown location is then calculated 

using this information [33]. 

Positioning mechanisms for ultrasound require the 

ultrasonic markers’ utilization or nodes which are on users 

and objects. The above-mentioned labels or nodes work 

qua receivers or transmitters; the other will be in motion 

while one is fixed. Active Bat, Cricket Device and Dolphin 

[2] are widely recognized ultrasound positioning systems. 

Audible Sound based localization is a system where 

standard device sound cards determine a person’s or an 

object’s position in a building by using audible sound 

waves. Audible sound-based localization systems generally 

use both software and hardware infrastructures [34]. 

The Internet can be accessed wirelessly via tablets, 

phones, smart watches and similar devices in the Wi-Fi 

signal area. In a positioning system using Wi-Fi 

technology, which is the main focus of our work, easy 

packets are transmitted by Wi-Fi transmitters to a range of 

Wi-Fi connection points in a facility [27]. These access 

points provide the time and intensity of their readings to a 

server, which calculates position using algorithms. The 

location information is then transferred to a cloud or 

server. The difficulty with privacy begins at the moment 

that location data is exchanged with the cloud or server.  

The advantages and disadvantages of indoor 

localization technologies are given in Table 2. When 

deciding which technology should be used in an indoor 

localization system, the most important thing is to 

determine the system requirements thoroughly and select 

the most suitable one considering these advantages and 

disadvantage of technologies. For this reason, it would be 

wrong to say for any technology has the best performance 

and features. However, it can be said that wireless-based 

technologies are preferred more than other technologies in 

indoor location systems due to the increase in Wi-Fi usage 

all over the world. 

 

3.2. Indoor Localization Techniques 

 

The techniques used in indoor localization systems 

can be categorized as signal properties and algorithms. 

Although signal properties are utilized to determine and 

approximate the position of sensor nodes to increase the 

precision of localization, algorithms are used to transform 

the properties of the registered signal in distances and 

angles and after to measure the target object's real position. 

Signal properties used for indoor localization systems 

are shown in Figure 2. The angle of arrival (AOA) is the 

measured angle and distance dependent on the intersection 

of path lines between reference points in relation to two or 

more reference points. The angle and distance calculation 

is used for estimating and determining a transmitter’s 

position, and the information is used for purposes of 

tracking or navigation [3]. With AOA few sensors can be 

used to determine a position. 

 

 
Figure 2. Signal properties for indoor localization 

 

Time of Arrival (TOA) is the time taken from a fixed 

transmitter to arrive at a receiver through a signal, with the 

transmitter qua a reference point. In addition, instead of 

using the time difference determined between departure 

from a transmitter and arrival at the receiver, TOA uses the 

absolute time of arrival at the receiver. Therefore, it is 

possible to precisely calculate the distance between the 

transmitter and the receiver from the TOA, and the position 

can be calculated using this information [2]. Time 

Difference of Arrival (TDOA) determines a mobile 

transmitter’s relative location based on the difference 

between the time of transmission of the transmitter and the 

different reference points or sensors. With this information, 

when the location of the mobile transmitter is identified, 
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monitoring may be impaired. 

Received Signal Strength Indication (RSSI) is a 

calculation of the received signal strength (RSS) power 

level present in a radio infrastructure compared to angular 

and distance-dependent metrics. RSSI may be utilized to 

determine how far apart handheld computers are. Also 

known, to measure signal intensity reduction or loss due to 

transmission, the RSSI mechanism determines how much 

broadcast signals are attenuated. As a result, the distance 

among handheld computers can be calculated. Location 

information can be acquired through estimation [35]. 

Briefly, in position determination, the signal property 

is an integral element as it will be important in position 

calculation and estimation. In determining the positioning 

technique’s potency, the signal property used with a 

positioning algorithm goes a long way. Thus, to use the 

most acceptable property, it is necessary to understand the 

positioning algorithms. 

 

Table 2. Advantages and disadvantages of indoor localization technologies 

Technology Advantages Disadvantages 

 

Bluetooth 

 

• High security, throughput and 

reception rate 

• Low cost and power 

• Small size 

 

• Low localization accuracy 

• Has not resistance to noise 

• High cost to ensure privacy 

 

ZigBee 

 

• Uses for WSN 

• Cost-effective 

 

• Not readily available on majority of the user 

devices 

• Difficult to find suitable position for non-anchor 

nodes 

• Low localization accuracy 

 

RFID 

 

• Needs low power 

• Has wide range 

 

• Low localization accuracy 

 

UWB 

 

• Has resistance to interference 

• Provides high accuracy 

 

 

• Shorter range 

• Needs extra hardware 

• High cost 

 

Visible Light 

 

• Widely available 

• High accuracy 

• Multipath-free 

 

• Needs high power and LoS 

• Obstacles affect range 

 

Ultrasound 

 

• Less absorption 

 

• High dependence on sensor placement 

 

Audible Sound 

 

• Uses in proprietary 

applications 

• Provides high accuracy 

 

• Has not resistance to sound pollution 

• Needs extra hardware 

 

Wi-Fi 

 

• Eliminates LoS issues 

• Widely available 

• Provides high accuracy 

• No need complex extra 

hardware 

 

 

• Inclined to noise 

• Uses complex processing algorithms 

• Low speed 

 

The algorithms used for indoor localization systems 

are shown in Figure 3, and their advantages and 

disadvantages are shown in Table 3. 

To approximate the location of a target object, 

triangulation uses triangular geometric properties by 

calculating angular measurements based on two supplied 
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reference points. Another saying, the intersection of two 

sets of angle directions is used to determine the target 

object’s position, a technique acknowledged qua direction 

finding. To locate an item, AOA calculates the distance 

between direction lines or fixed points. The position of the 

transmitter is calculated based on the angle and distance 

between the reference points to estimate the object's 

location [36]. 

 
Figure 3. Algorithms used in indoor localization 

 

The target object’s location is calculated using TOA 

to calculate the time a signal takes to get from a transmitter  

to a receiver. In certain cases, TDOA, which is an upgrade 

on TOA, is also used. Trilateration also uses triangular 

geometry to estimate a target object’s location. 

Nonetheless, in this situation, distance measurements are 

used to assess the location by calculating the attenuation 

relative to the three given reference points of the 

transmitted signal [36].  

As in triangulation and trilateration, proximity does 

not provide an absolute or relative position estimate, 

because it merely offers location knowledge. To decide the 

position to supply the data, a grid of antennas with 

specified locations is used. If a mobile device is detected in 

motion, it uses the nearest antenna to determine its 

position. Yet, if a mobile device is detected by more than 

one antenna, the strongest signal antenna is used to 

measure its location [37]. The location of the mobile 

device is calculated using RSSI, which is typically used 

close to measure the distance between mobile devices to 

gain knowledge about the location of the device. 

In fingerprinting, which is also called Scene Analysis, 

the location calculation is performed independently of the 

angle or the distance. Fingerprinting collects data or 

features from a scene or observation and then calculates 

the location of an object by matching or comparing the 

information collected in an existing database with that. It is 

an algorithm based on the RSS in wireless or RF networks. 

The fingerprinting system uses an RSS-value database to 

assess a Wi-Fi device’s location within a Wi-Fi coverage 

area. Location fingerprinting refers to the fingerprint of 

any feature of a position-based signal. It can be performed 

in two stages, in other words offline and online. The area 

inside a building is surveyed in the offline process, and 

grid points are measured at different locations in the 

building [38]. 

For the locations with visible access points, each grid 

point has a list of RSSI values. Furthermore, for position 

estimation purposes, the respective position information 

and signal strengths are collected from the different 

locations. The precision accuracy obtained by this method 

is greater than the RF-based indoor positioning technique. 

In the online process, the object’s most feasible location is 

computed by gathered grid points and localization 

information. 

Fingerprinting is an RSS-based technology and is 

also widely utilized as an interior localization method. 

Fingerprinting is an RSS-based technology and is also 

widely utilized as an interior localization method.  

The main idea of this approach is to estimate the user 

location using the pre-built database. One of the first 

studies is Radar, which is an RF-based system and 

obtained accuracies of 2 to 3 meters (The median error 

distance is 2 to 3 meters). Furthermore, today, many 

studies and applications are available in the fingerprinting 

approach. Fingerprinting consists of 2 stages. The offline 

part is known as the first stage. Designated interior spaces 

are divided into grids, and in each grid, the RSS values 

emitted by the Wi-Fi and Access Point devices are 

collected, and Radiomap is generated. As can be seen in 

Equation (1), while creating the database, "i" indicates the 

index, x and y hold the coordinate point of the index "i," 

and "Vİ" is an array of the signal strength of all Wi-Fi and 

Access Points at that point, and "n" represents the number 

of devices overall. It should be noted here that when a grid 

is smaller the performance is lower. The second phase is 

called the online part. According to the RSS values 

received by the user, V’= <V1, V2, V3, ..., Vn>, the (xi, yi) 

point is determined by using the k-Nearest Neighbor 

(KNN) algorithm. 

 

<i, (xi, yi), Vi> 

Vi = < V1, V2, V3, ..., Vn > (1) 

 

Machine learning (ML) is characterized by an 

algorithm that can automatically recognize and understand 

data patterns. Based on this learning, an algorithm can 

recognize patterns or conduct various decision-making 

tasks for unknown incoming data. ML is often divided into 

three basic categories: supervised learning, unsupervised 

learning, and reinforcement learning. In supervised 

learning, all training samples have labels available. 
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Table 3. Advantages and disadvantages of indoor localization algorithms 

Localization 

Algorithm 

Signal Property Advantages Disadvantages 

 

Triangulation 

 

Angle of Arrival 

 

Easy of its application 

 

Low cost and high 

accuracy at room level 

 

 

Complex, expensive and low 

accuracy at wide coverage 

 

Trilateration 

 

Time of Arrival / 

Time Difference of 

Arrival 

 

 

High accuracy 

 

Complex and expensive due to 

hardware complexity 

 

Proximity 

 

Received Signal Strength 

Indication 

 

High accuracy 

 

Complex and expensive 

 

Fingerprinting 

 

Received Signal Strength 

Indication 

 

High performance and 

easy to use 

 

Complex, expensive, low 

medium accuracy and time 

consuming 

 

 

In unsupervised learning, none of the training 

samples have labels. In reinforcement learning, an agent 

learns how to function or conduct actions in a potentially 

unpredictable and complicated environment in exchange 

for incentives. Another subtype of ML is semisupervised 

learning, in which some training samples are labeled but 

the remainder is not. On a variety of tasks, ML approaches 

can achieve human-level performance. Therefore, 

researchers have utilized ML in indoor localization to 

achieve high performance and compensate for or alleviate 

different difficulties encountered during data collecting, 

such as missing RSSIs, redundant RSSIs, and 

abnormalities (or mistakes) in RSSI fingerprints [56-58]. 

     In indoor localization applications, the ML algorithms 

used for data preprocessing and dimensionality reduction 

are as follows [62-69]:  

i. Singular value decomposition (SVD) 

ii. Principal component analysis (PCA) 

iii. Kernel PCA (KPCA) 

iv. Locally linear embedding (LLE) 

v. Linear discriminant analysis (LDA) 

vi. t-distributed stochastic neighbor embedding (t-SNE) 

vii. Autoencoders  

 

Data that has been preprocessed is utilized to train 

machine learning prediction models for indoor localisation. 

The hyperparameters of the models are optimized for high 

accuracy and to minimize under- and/or overfitting. The 

authors of [70] provide a guideline for selecting the 

optimal hyperparameters of many ML models, including k-

nearest neighbors (kNN), support vector machine (SVM), 

decision tree (DT), artificial neural networks (ANN), 

evolutionary algorithms, and federated computing. Each of 

these ML models has distinct underlying results based on 

their respective prediction methods. Typically, the 

performance of prediction models is assessed using a 

validation/test subset of database/radio maps. Additionally, 

the aforementioned prediction models may be used in a 

supervised, unsupervised, or semisupervised (partial labels 

for data) manner for the indoor localization problem. 

Postprocessing [71] is an extra operation that 

enhances the performance of the ML model output. Post-

processing methods include various pruning systems, 

quality processing standards, sorting rules, etc. These 

approaches apply different example filters on information 

generated by an algorithm that is noisy, imprecise, or 

unwanted. Similarly, post-processing is required for an 

indoor localization output, since it may wrongly forecast 

the location of the user owing to insufficient signal 

strength of the APs, hardware problems, etc., resulting in 

faulty positioning models. When constructing ML models, 

frequent retraining is required to account for data changes 

and the dynamic nature of the environment. This retraining 

of the model may increase the system's downtime, 

expense, and complexity. To prevent these challenges, 

researchers have begun employing a transfer learning (TL) 

approach. TL is an ML approach for storing the 
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information obtained during problem-solving and applying 

it to the solution of other related issues [72]. 

 

4. Challenges of Indoor Localization Sytems 

 

In this section, some of the major challenges of 

indoor localization and its adoption are presented. Using a 

technology that is readily accessible to the user and does 

not require special hardware at the user end, availability is 

supported in indoor localization. The accuracy of UWB-

based systems, for example, is high, but there are no UWB 

chips for most current user devices. So, it is necessary to 

obtain localization systems that will operate seamlessly 

with commonly available devices such as smartphones [3]. 

Wi-Fi, which is ready for use on almost all user computers, 

is the most widely used technology nowadays. 

Cost is the key element in a market's acceptance of 

localization systems. It is a complex factor that is not 

confined to hardware alone. In the development and 

installation of a product, time and human resources are 

essential aspects that must be addressed. So the cost of the 

indoor localization systems should be low. Generally, as 

the hardware number used increases, system accuracy and 

cost increase. In this regard, the aim of today’s indoor 

localization studies is to develop systems with high 

accuracy despite the minimum number of equipment and 

low cost [20]. 

It is optimal for an industrial localization system to 

cover vast areas with the fewest number of nodes, resulting 

in a cost-effective solution. However, if the ranges are 

expanded, the performance may suffer. Tx-power is the 

primary element for altering the system's coverage 

according to the use case. The capacity of a system to 

withstand interruptions and signal losses that might impair 

its functionality. A strong positioning system must account 

for environmental cues that are inaccurate. This measure is 

essential for the constant operation of all systems, 

especially on industrial sites and in emergency situations 

[60]. 

Another fundamental requirement of indoor 

localization is energy efficiency due to systems that 

consume a great deal of energy, drains battery from 

consumer devices cannot be commonly used [4]. 

Periodicity, transmission capacity and computational 

complexity are possible variables that could have an 

impact on any localization system’s energy consumption. 

They can be done by using less energy-using technologies 

or by discharging the localization algorithm’s 

computational portion to a server or any organization that 

has access to the uninterrupted power supply and high 

processing ability. 

One of the most critical aspects of the localization 

method [21] is the accuracy. Accuracy is the proximity 

between the measured or predicted position and the actual 

position [39]. It depends on many factors, such as noise, 

LoS, signal propagation, and so on. The presence of 

obstacles and multi-path impacts make indoor localization 

more difficult to work on. Hence, to achieve highly 

accurate systems, it is necessary for the device to minimize 

the impact of multipath effects and other noises from the 

environment. This could include comprehensive signal 

processing and noise reduction, which is a very difficult 

job. A positioning approach should have the ability to 

locate the occupant or object within 10 cm of accuracy, 

preferably. 

An indoor localization model is expected to be 

capable of recording occupant locations and coordinates 

without apparent delay. For this to happen, user location 

should be reported with a small number of reference 

signals, and complex operations are performed in 

milliseconds granularity [3]. However, this process will 

have some delay. To reduce delay, optimized signal 

processing is required which should remove noise and 

provide a visible delay to the user position. 

Numerous heterogeneous devices supporting diverse 

communication technologies and protocols are included in 

location-based systems. Consequently, the interaction 

between many components is one of the greatest obstacles 

in this field. Developing n interoperable middleware for 

interaction between diverse components and standardized 

equipment and protocols may be a viable solution for this 

issue. Consequently, the establishment of a complete 

central platform or hub outfitted with all communication 

technologies might be a viable solution. 

The security and privacy of indoor localization 

systems including the position of users and objects is the 

focus of this study and among the most critical needs for 

relevant structures. An occupant position can now be 

correlated with several device locations and show much 

more personal details such as people’s health, mood, and 

behavior [16]. Even if the consumer does not have a 

mobile device, several IoT sensors can deduce its location 

and actions by processing a sequence of data collected in 

an immediate indoor environment. In the WLAN-IPS 

environment, traditional indoor positioning services (IPS) 

are endangered. Because a mobile device collects 

measurements from all AP devices and personal 

information, the RSS-based positioning system poses a 

security risk. The IPS server, for example, receives the AP 

ID. Privacy in IPSs may also be improved by regulating 

access to information dissemination and location 

information. From a software and system architectural 

standpoint, IPS security and privacy may also be 

improved. When calculating the position of the target 

device, for example, position system design dealing with 
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self-location will ensure consumers a high level of privacy 

and safety. Therefore, no one in Personal Networks can 

access the location information if an entity does not obtain 

it from the target device [40, 41]. 

 

5. Evaluation of Existing Privacy-Preserving 

Wireless Indoor Localization Systems 

 

We have found 15 studies [42-51, 73-77] in the 

literature on privacy-preserving Wi-Fi-based indoor 

localization published between 2018 and 2022. In Table 4, 

related papers are classified according to their publication 

year, used technologies, algorithms, signal properties and 

methods for providing localization privacy. Below, we 

summarized the relevant studies briefly. 

The study [73] proposes a Bloom filter-based 

preserving anonymity localization approach that creates a 

partial radio map during the localization process. 

Anonymizers hide user identities from Location Service 

Providers. The suggested approach is simpler than 

encryption or clustering methods and offers a strategy that 

increases the radio map by verified users without 

sacrificing privacy to reduce complexity and boost 

accuracy. Using the Hilbert curve to preserve user location 

uncertainty improves this strategy, and Location Service 

Providers provide verified user certificates. This certificate 

boosts users' Location Based Services queries. Simulations 

and observations reveal that the suggested strategy 

increases localization accuracy compared to location 

privacy methods. 

Wang et al. [74] design a privacy-preserving IPS 

using a time difference of arrival (TDOA) positioning 

algorithm applied in an environment backed by a 

resourceful cloud system. Inner product encryption is used 

to protect users’ privacy against attackers. Moreover, k-

anonymity is used to ensure the security of data stored on 

cloud systems that can be modeled as semi-honest. Thus, 

the proposed scheme does not disclose private anchor 

information and users’ location. In the proposed scheme, 

the least-squares estimation method used in the TDOA 

algorithm is decomposed into the basic form of inner 

products. This computation is performed on the ciphertext 

that holds distance difference and anchor information. 

Hence, the attackers cannot extract any useful information 

but the inner product from which they cannot determine 

users’ location. Additionally, the client device adds some 

fake distance difference information in the location request 

sent to the cloud server, so it cannot distinguish users’ real 

location from the fake data. Experimental results show that 

the proposed scheme both provides user privacy and meets 

efficiency and computational expectations for real-time 

indoor localization. 

Beets et al. [75] design and implement a fingerprint-

based privacy-preserving indoor localization scheme using 

a secure two-party computation protocol on RSS data 

obtained from a Wi-Fi access point. The proposed scheme 

provides privacy not only to users but also to service 

providers. The localization protocol is divided into vector-

matrix multiplication with secret arithmetic shares and the 

k-nearest neighbor algorithm. With the proposed 

techniques, it is possible to make the online localization 

phase work 16 times faster. Finally, the paper presents an 

implementation of an indoor localization scheme based 

fully on Yao’s Garbled Circuits. Although it cannot achieve 

the same level of localization accuracy when compared to 

the proposed scheme it can be employed in some scenarios 

where accuracy objectives are relaxed. 

Zhang et al. [76] combine Wi-Fi and BLE 

fingerprints to develop a semi-supervised machine-learning 

model for indoor positioning. They take advantage of the 

computational capabilities of edge and cloud servers in the 

localization process. To prevent attackers and third-party 

cloud positioning servers from accessing users’ real-time 

location data, they utilize the ε-differential privacy 

technique. According to the results obtained from 

experiments conducted in real indoor environments, the 

proposed model both reduces human intervention for 

calibration and outperforms five semi-supervised learning 

methods and six localization methods in terms of location 

accuracy and time consumption, respectively. 

Hu et al. [77] extend an IPS named Horus which is 

based on maximum likelihood estimation and introduces 

PriHorus which provides privacy both for users’ location 

and the IPS operator. To this end, PriHorus employs 

Paillier’s cryptosystem, and experimental results show that 

it can achieve the same level of accuracy as Horus with an 

acceptable level of the computational burden. 

Nieminen R. et al. [42] propose an indoor localization 

method that protects privacy based on measurements of 

signal intensity obtained from WiFi access points. Using 

secure two-party computing with Paillier encryption and 

garbled circuits, this technique tries to preserve the privacy 

of both the client's location and the service provider's 

database. It describes several optimizations that reduce the 

scheme’s overheads in computation and present those 

overheads’ theoretical assessments. They further illustrate 

the scheme's practicality by constructing a proof-of-

concept implementation for Android devices and 

commodity servers. Hereby, it has been shown that the 

scheme is not eligible for real-world indoor localization 

applications, or that some applications require at least 

some additional measures to suit it. The downside is that 

there is more processing and communication overhead, 

which leads to slower response times, greater power 

consumption, and higher per-query data use. 
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Zhang G. et al. [43] propose a low-cost, lightweight 

privacy-preserving scheme (LWP2) that preserves the 

privacy of both the location and data. The fundamental 

idea is to first describe the problem of privacy-preserving 

localization as reducing the least squared error for an 

overdetermined linear formulation, and then to build a 

lightweight method exploiting the overdetermined linear 

formulation's particular structure in ciphertext space. Cost 

analysis, privacy, average time cost, bandwidth cost, and 

localization error metrics are used to demonstrate the 

study's performance. 

To maintain anonymity for localization, The 

Encrypted Indoor Positioning Service (EIPS) approach 

proposed by Wang W. et al. [44] protects user privacy from 

a centralized server while maintaining localization 

accuracy. Their EIPS approach allows customers to encrypt 

and decrypt their requests bi-directionally utilizing an EDS 

(Encryption and Decryption Server) in a commutative 

manner, ensuring that both EIPS and EDS remain 

anonymous. To prevent Known Plaintext Attacks, they 

frequently offer Query Split, Artificial Dimensions, and 

Columns. The performance of the study is shown with the 

accuracy and time efficiency of EIPS, and energy 

consumption metrics. This scheme works without loss of 

quality, for both snapshot and continuous queries. 

Eshun S.N. Et al. [45] offer an indoor privacy-

preserving protocol that allows a service provider (SP) to 

query the location of a user without compromising their 

users’ privacy. The protocol preserves the privacy of both 

the user and the SP while also delivering the service based 

on the user's location. They claim that most of the user-side 

computational overhead is delegated to the server using 

Paillier’s cryptosystem during keeping the server's precise 

location hidden. 

Järvinen K. et al. [46] introduced Practical Privacy-

Preserving Indoor Localization Using OuTsourcing 

(PILOT), which safeguards the privacy of user locations 

and protects the database of the server. To save electricity 

and network bandwidth for mobile end devices in privacy-

preserving indoor localization, PILOT safely outsources 

the computations to two non-colluding semi-honest parties 

(PPIL). After evaluating system performance, they claim 

that PILOT is the first PPIL system with realistic run-times 

of less than 1 s online and is quicker than previous works 

by many orders of magnitude. 

Zhang X. et al. [47] proposed a lightweight, indoor 

privacy-conserving mechanism called EC-DPELM (a 

lightweight differential privacy-based indoor localization 

privacy-preserving mechanism) for a complex and 

dynamic Edge Computing environment. The RSSI dataset, 

which is utilized to train the model for indoor localization, 

will be adequately insulated within EC-DPELM. EC-

DPELM also uses an edge-computing architecture, which 

means that the training cycle is distributed throughout the 

network's edges, reducing the load on cloud servers. Their 

tests revealed that the model is capable of ensuring both 

privacy and indoor localization accuracy while consuming 

less time. 

Yang Z. et al. [48] introduce the privacy model for 

PPIL-based Wi-Fi fingerprint systems, where both client 

and server privacy is built to cover current active attacks in 

a unilateral malicious environment. Client privacy is 

defined based on the classic notion of distinguishability, 

and server privacy is defined computationally. 

Zhao P. et al. [49] presented a Privacy-Preserving 

Paradigm-driven framework for indoor Localization (P3-

LOC), a system for indoor localization privacy. P3-LOC 

takes advantage of the fact that most indoor localization 

systems follow a growing two-stage localization paradigm: 

measuring information and estimating locations. On this 

basis, P3-LOC perturbs and cloaks the transmitted data in 

these two stages and utilizes k-anonymity and differential 

privacy to provide privacy. The main benefit is that it does 

not rely on any previous knowledge of the underlying 

localization algorithms, and it guarantees the anonymity of 

the position of both users and the data of the server. 

Alikhani N. et al. [50] suggested a framework for 

protecting user privacy in both the training and position 

estimation stages of data fingerprinting. In the training 

process, by using the Hilbert curve, when users are active 

in the crowdsourcing network, their privacy is maintained. 

Then, the privacy of users is protected in the location 

estimation stage by using both the double encryption 

technique and the Hilbert curve. The proposed method 

includes an anonymizer that is unaware of the real user's 

position and a server that is unaware of the user's identity. 

Wang Y. et al. [51] suggest a Differential Privacy  

(DP)-based indoor localization system DP3, 

composed of four different stages: client-side access point 

(AP) fuzzification and position retrieval, and server-side 

DP finger clustering and finger permutation. The 

localization server then divides the fingerprints related to 

the AP sequence into k clusters using DP-enabled 

clustering, permutes these reference points in each cluster 

using an exponential mechanism to mask the true positions 

of these fingerprints, and sends the modified data set to the 

to-be-localized (TBL) client. The location retrieval step on 

the client side calculates the client's location. Theoretical 

and experimental findings reveal that DP3 can safeguard 

both the TBL client's location and the localization server's 

data privacy. 
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Table 4. Features of privacy-preserving Wi-Fi based indoor localization 

Paper Year Technology Signal 

Property 

Algorithm Used Method for Providing Location 

Privacy 

 

[77] 

 

2022 

 

Wi-Fi 

 

RSS 

 

Fingerprinting 
 

• Paillier’s Homomorphic Encryption 

 

[76] 

 

 

2022 

 

Wi-Fi and 

BLE 

 

RSSI 

 

Fingerprinting 
 

• ε-Differential Privacy 

 

[75] 

 

 

2022 

 

Wi-Fi 

 

RSS 

 

Fingerprinting 

 

• Secure Two-Party Computation 

• Yao’s Garbled Circuits 

 

[74] 

 

2022 

 

Wi-Fi 

 

TDOA 

 

 

Ranging 

 

 

• Inner Product Encryption 

• k-Anonymity 

[73] 2021 Wi-Fi RSSI Fingerprinting • Bloom Filter-based Partial Radio Map 

 

[42] 

 

2020 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Secure Two-Party Computation 

• Paillier’s  Homomorphic Encryption 

 

[43] 

 

2020 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Paillier’s Homomorphic Encryption 

 

[44] 

 

2019 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Asymmetric Scalar-Product 

• Preserving Encryption kNN Search 

 

[45] 

 

2019 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Paillier’s Homomorphic Encryption 

• Secure Two-Party Computation 

• Spatial Bloom Filter 

 

[46] 

 

2019 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Secure Two-Party Computation 

• Depth-Optimized Circuits 

 

[47] 

 

2019 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Differential Privacy Edge Computing 

 

[48] 

 

2019 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Secure Two-Party Computation 

• Paillier’s Homomorphic Encryption 

 

[49] 

 

2018 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

Model Dead-

Reckoning 

 

• Differential Privacy k-Anonymity 

 

 

[50] 

 

2018 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Hilbert curve Double encryption 

 

[51] 

 

2018 

 

Wi-Fi 

 

RSSI 

 

Fingerprinting 

 

• Differential Privacy Based Clustering 

 

5. Conclusions 

 

Today, the number of indoor spaces such as airports, 

hospitals and universities has increased considerably. 

Therewithal, locating people or an object in these interiors 

has become much more important. Although human life 

has become easier with the widespread use of positioning 

systems if positioning data cannot be protected, people’s 

actions and information can be easily detected and people 

can be harmed. Because Wi-Fi access points are so widely 

used, wireless-based technologies are preferred more than  

 

 

Bluetooth, ultra-broadband and RFID technologies in 

indoor localization [52-53]. Based on the importance of 

indoor localization systems, their data privacy and the 

widespread use of wireless technology in the field, we 

wanted to examine the privacy-preserving wireless indoor 

localization systems in this study. 

In the wireless indoor localization systems we have 

examined, we see that RSSI and fingerprinting techniques 

are generally chosen. Studies based on RSSI values o Wi-

Fi technologies rely on the fact that the devices 

implementing these devices spread signals to a certain 
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distance. Our research firstly revealed that Wi-Fi 

technologies perform better than other technologies when 

used with RSSI as signal property and fingerprinting as 

positioning algorithms. Secondly, it revealed that for 

solving data privacy, the majority of studies have used 

secure two-party computation and homomorphic 

encryption methods. With homomorphic encryption, 

without breaking the encrypted data, different operations 

can be performed. Also, the client and the server provide 

complete security. But there is serious energy consumption 

for operations. For privacy protection, a hybrid approach 

can be built with Wi-Fi using other technologies, so the 

performance rate and client-server protection can be 

improved without the need for high energy consumption. 
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